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Position Details
Cybersecurity Officer – Trades/Technical (SCT) 3/4
	The following information is for applicants

	Advertised Job Title
	Cybersecurity Officer – Canberra Deep Space Communication Complex (CDSCC)

	Job Reference
	 102680

	Tenure and work schedule
	Indefinite; Full-time on a 9-day fortnightly schedule

	Salary Range
	SCT Level 3.1 – 4.4 Salary AU$109,364 – $143,830 plus Tracking Station Allowance of $139.16 per week, plus up to 15.4% superannuation     

	Location(s) and office arrangement
	Site based role at Tidbinbilla - Canberra Deep Space Communication Complex (CDSCC), ACT

	Relocation Assistance
	Will be provided to the successful candidate if required

	Applications are open to
	[bookmark: _Hlk121756066]Australian Citizens only who can meet the U.S. Export Administration Regulation requirements (eligibility to be determined)

	Position reports to the
	Systems Engineering Manager, CDSCC

	Client Focus – Internal
	95%

	Client Focus – External
	5%

	Number of Direct Reports
	0

	Enquire about this job
	Contact Ivan Stefek via email at cyber@cdscc.nasa.gov

	Support and workplace
adjustments
	We offer a range of reasonable supports and workplace adjustments. Please contact Shree Chattopadhyay (Talent Acquisition Partner – CSIRO) via Shree.Chattopadhyay@csiro.au if we can help you to equitably participate in our recruitment process or the role itself.

	How to apply
	Apply online at  https://jobs.csiro.au/ 
Internal applicants, please apply via Jobs Central
If you experience difficulties when applying, please email careers.online@csiro.au or call 1300 984 220.


Acknowledgement of Country
CSIRO acknowledges the Traditional Owners of the land, sea and waters, of the areas that we live and work on across Australia. We acknowledge their continuing connection to their culture and pay our respects to their Elders past and present.  View our vision towards reconciliation.


About CSIRO
As Australia's national science agency, CSIRO is solving the greatest challenges through innovative science and technology. Many of our iconic innovations were once considered impossible until someone, just like you, joined us and took on the challenge. 
As one of the world’s largest multidisciplinary mission-driven research organisations, we are focused on the issues that matter the most: for our quality of life, for the economy and for our environment. We believe diverse teams are more effective and deliver more innovative outcomes. When we all focus on the big things that really matter, and work in partnership with our communities and Indigenous Australia, Australian science and technology can solve seemingly impossible problems and create new value for all Australians. Visit CSIRO.au for more information.
About CDSCC 
Under an agreement between the Australian and United States Governments, CSIRO has management responsibility for the activities of the National Aeronautics and Space Administration (NASA) in Australia. The principal activity is the operation of the Canberra Deep Space Communication Complex (CDSCC) located at Tidbinbilla, approximately 35km from Canberra. 
CDSCC supports ground-based telecommunications with spacecraft as part of the international NASA Deep Space Network (DSN), under contractual arrangements between NASA and the CSIRO. CDSCC is one of three similar complexes, the other two are in Madrid (Spain) and Goldstone (USA). These three stations, together with the Network Operations Control Centre at the Jet Propulsion Laboratory (JPL) in the US, make up NASA’s global DSN. JPL manages and operates the DSN for NASA.
Visit CDSCC for more information.

Role Overview
[bookmark: _Toc341085720]The Canberra Deep Space Communication Complex (CDSCC) supports ground-based spacecraft telecommunications as part of the international National Aeronautic Space Administration (NASA) Deep Space Network (DSN), under contractual arrangements between NASA and Commonwealth Scientific Industrial Research Organisation (CSIRO).
The position is a member of the Systems Engineering Group, which provides a range of Engineering & Operational support services at the CDSCC in accordance with the requirements of NASA’s Deep Space Network.
Within the Systems Engineering group, the role primarily interacts with the ICT and Engineering teams.  The ICT team provide networking and administrative IT services to the site.  The Engineering team provide a diverse range of specialist technical skills with expertise in radio frequency, digital systems, system calibration and performance determination, radio astronomy support and operational software administration and development.  A significant proportion of the work within the ICT and Engineering teams is to support system administration services both locally and across the DSN.
The Cyber-Security position assists in providing operational cyber-defensive activities, strategies and capabilities to protect the confidentiality, integrity and availability of mission operation data and support services at CDSCC.
Duties and Key Result Areas:  
· Ensure systems and practices comply with NASA and DSN stringent cybersecurity policies and cybersecurity controls.
· Investigate and manage all reported cybersecurity incidents raised by station staff, or from cyber-deployed tools (e.g., EDR/AV, or automated processes).
· Conduct post-incident analysis to improve detection capabilities that prevent future incidents, thereby reducing overall organisational risk.
· Conduct research and analyse new security threats reported by industry peers.  
· Monitor and analyse all SIEM security events/logs/incidents/alerts on a daily basis to identify anomalies and/or suspicious activities. 
· Monitor network traffic for any threats or signs of malicious activities. 
· Conduct regular security testing, including vulnerability scans on Flight and Mission Support systems (including ground infrastructure).
· Review security scan findings and assist system administrators on remediating threats and/or vulnerabilities.
· Provide assistance and coordinate efforts with system and network administrators to ensure systems and services comply with cybersecurity controls that protect the station. 
· Document current processes and identify areas of improvement to improve defences.
· Assist with maintaining DSN security policies, procedures, and related documentation.
· Conduct regular audits to ensure compliance with NASA’s security policies and standards.
· Interface with the JPL Network Security Team on operational activities and reporting.
· Provide assistance to the NASA/JPL SOC security teams on operational requests and/or incident response requests. For example, device EDR alerts and/or vulnerability mitigation tasks.
· Manage all NASA/JPL personnel onboarding and access requests.
· Manage all NASA/JPL VPN and website access requests. 
· Provide assistance to station staff with their annual mandatory cybersecurity training requirements. 
· Attend regular Cybersecurity Stakeholder meetings with NASA/JPL.
· Compile and manage network and host inventory on the Mission Support & Flight Networks.
· Utilise forensic analysis tools to investigate compromised systems and report incidents to NASA/JPL SOC.
· Provide monthly operational security reports to management.
· Conduct system hardware and software assessments that identify and mitigate all security threats and vulnerabilities before they are connected to Mission Support or Flight Networks.
· Work collaboratively within the team and across the DSN to reach objectives.
Selection Criteria
Essential:
Under CSIRO policy, only those who meet all essential criteria can be appointed.
Your application must include a clear and detailed description, in your own words, of how you meet the essential selection criteria.
1. A tertiary qualification in Cybersecurity and/or equivalent relevant experience.
2. Demonstrate a solid understanding of cybersecurity principles and responsible use of privileged system access with a strong commitment to ethical conduct, integrity, and confidentiality.
3. Demonstrate hands-on experience mitigating vulnerabilities and resolving technical issues across diverse systems and environments.
4. Knowledge of network security, firewalls, and security administration.
5. Demonstrated knowledge of operating systems (Windows, Linux) and networking protocols.
6. Demonstrated experience using a Security Information and Event Management (SIEM) platform.
7. Willingness to continuously learn, adapt, and apply new skills within changing environments.
8. Ability to work effectively, independently, or as part of a diverse multi-skilled team.
Desirable, or How to Stand Out:
1. Hands-on experience conducting penetration testing to identify system vulnerabilities and test security controls.
2. Experience using security tools, including: Rapid7, Nessus, Nmap and Wireshark.
3. Ability to stay current with evolving threats and security technologies.
4. Developing new ways to test system weaknesses.
5. Programming/scripting skills (Python, Bash etc.).
6. Automation and exploit understanding.
7. Exposure to threat hunting and behavioural detection techniques.
8. Ability to develop and maintain standard operating procedures (SOP) and incident handling playbooks.
Required Competencies
Teamwork and Collaboration: Proactively seeks and considers the ideas and opinions of others from within and outside the team to help form decisions, plans or actions.
Influence and Communication:  Puts forward ideas by presenting factual information supported by data, definitions, examples, illustrations or other aids which will assist in conveying meaning.
Resource Management/Leadership:  Provides instruction and assists other staff to complete allocated tasks and activities.
Judgement and Problem Solving:  Identifies and considers the implications of a range of available alternatives in order to select the most appropriate response to problems of a familiar or recurring nature.
Independence: Recognises and makes immediate changes to improve performance (faster, better, lower cost, more efficiently, better quality, improved client satisfaction).
Adaptability: Willingness to change ideas or perceptions based on new information, contrary evidence or other people’s points of view. Prepared to try out different approaches.
Special Requirements
Appointment to this role is subject to provision of a pre-employment background check and may be subject to other security/medical/character clearance requirements.

The successful candidate will undertake a pre-employment background check. Please note that individuals with criminal records are not automatically deemed ineligible. Each application will be considered on its merits.

As this station works directly with NASA and JPL, the successful applicant will be required to obtain approval under U.S. Export Administration Regulations (EAR) to perform the inherent requirements of the position.
About CSIRO
We solve the greatest challenges through innovative science and technology. Visit CSIRO Online for more information.
CSIRO is a values-based organisation.  In your application and at the interview, you will need to demonstrate behaviours aligned to our values of:
1. People First 
1. Further Together
1. Making it Real
1. Trusted
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