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Position Details
General Management – CSOF8
	The following information is for applicants

	Advertised Job Title
	Chief Information Security Officer (CISO)

	Job Reference
	102310

	Tenure
	Full-time Specified Term of 3 years 
We will explore options for part-time, job-share and flexible work arrangements based on needs of the role and individual circumstances

	Salary Range
	Attractive remuneration package available.
plus 15.4% superannuation

	Location(s)
	Open to all Australian Capital Cities and major regional CSIRO sites considered.

	Flexible working arrangements
	We work flexibly at CSIRO, offering a range of options for how, when and where you work.  We can discuss flexible work arrangements with you during the recruitment process. CSIRO also offers a range of leave entitlements, benefits and career development opportunities. To learn more, visit Careers at CSIRO.

	Relocation Assistance
	Will be provided to the successful candidate if required

	Applications are open to
	Australian Citizens Only

	Position reports to the
	Chief Information Officer

	Client Focus – Internal
	70%

	Client Focus – External
	30%

	Number of Direct Reports
	6

	Enquire about this job
	Skye Cracknell – careers.online@csiro.au

	Special Requirements
	· The successful candidate will be required to obtain and maintain a security clearance at the Negative Vetting Level 1
· Appointment to this role is subject to provision of a pre-employment background check and may be subject to other security/medical/character clearance requirements.
· The successful candidate will undertake a pre-employment background check. Please note that individuals with criminal records are not automatically deemed ineligible. Each application will be considered on its merits.

	How to apply
	Apply online at  https://jobs.csiro.au/ - Internal applicants please apply via Jobs Central. If you experience difficulties when applying, please email careers.online@csiro.au



Acknowledgement of Country
[bookmark: _Int_Zs14YH2e]CSIRO acknowledges the Traditional Owners of the land, sea and waters, of the areas that we live and work on across Australia. We acknowledge their continuing connection to their culture and pay our respects to their Elders past and present.  View our vision towards reconciliation.
About CSIRO 
CSIRO is Australia’s national science agency, working at the forefront of discovery to help solve the challenges that shape our future. From climate resilience and sustainable energy to food security, health, space and digital innovation, our science underpins Australia’s prosperity, security and wellbeing. Many of our most recognised breakthroughs began as bold ideas, made real by people who were curious enough to ask “what if” and determined enough to turn possibility into impact.
Our strength lies in our people and the way we work. We bring together diverse disciplines, perspectives and knowledge systems, including deep partnerships with industry, government, communities and Indigenous Australia. By creating inclusive, safe and collaborative environments, we enable our people to do meaningful work that delivers real-world outcomes. When science is grounded in purpose and connected to the people it serves, it has the power to create lasting value for all Australians. Visit CSIRO.au for more information.
Role Overview
The Chief Information Security Officer (CISO) reports to the Chief Information Officer and is an executive position within CSIRO’s Information’s Management and Technology (IMT) Business Unit. The CISO is responsible for providing organisation wide leadership and direction in cyber security.
CSIRO’s mission is to solve the greatest challenges through innovative science and technology.  We are a unique organisation, governed by the Science and Industry Research Act, we support government through undertaking scientific research, and we deliver practical solutions for Australian industry.  World class secure information technology capability is central to the delivery of CSIRO strategy. Understanding and managing cyber risk is paramount as we deliver national research infrastructure and push the boundaries of our science working at the cutting edge of technological development.
CSIRO’s CISO is a pragmatic and inspirational leader. The role requires technical proficiency and displays an inherent strategically focused business mindset that is attuned to organisational needs and can drive transformation. The CISO is responsible for driving cyber security innovation, keeping abreast of the changing threat landscape and regulatory frameworks in which CSIRO operates. The CISO will deliver board and senior executive level communications on cyber security outcomes and on cyber impact on CSIRO strategic goals and operations. 
Duties and Key Result Areas
Support the security of CSIRO information and assets required to achieve strategic objectives by:
· Championing and facilitating a Cyber-aware Security culture across the organisation. 
· Manage the cyber strategy and oversee the organisation’s cyber security program, including integration with overall protective security.
· Management and maturing of the information security governance structure (including cyber policy suite), having regard for relevant external requirements.
· Working collaboratively across the organisation and through governance committees, to ensure the consistent application of policies and requirements across all technology; projects; systems and services.
· Working with business stakeholders to manage Cyber Risk in alignment the CSIRO Risk Management Framework including:
· Partnering with science teams to deliver appropriate controls when undertaking science activities.
· Support understanding of cyber risk in the broader security landscape. 
· Support understanding of cyber risk and its potential holistic organisational impacts.
· Monitoring threats and overseeing cyber security incident response including directing internal communication. In the event of a major cyber security incident, perform a crisis management role. 
· Reporting on cyber security matters to the organisation’s senior executive, Board and as appropriate, external bodies.
· Adhere to the spirit and practice of CSIRO’s Values, Code of Conduct, Health, Safety and Environment procedures and policy, Diversity initiatives and Zero Harm goals. 
· Other duties as directed.
Selection Criteria
Essential
Applicants are expected to demonstrate the essential criteria or equivalent capability.
1. A relevant degree and or equivalent senior executive experience, in conjunction with demonstrated achievement in senior advisory and managerial roles in information management, governance and or enterprise applications and solutions delivery.  
2. Extensive senior experience across a combination of risk management, information security and information technology roles.
3. Knowledge of common information security management frameworks.
4. Demonstrated leadership in some of the following: information services, information policy and governance, and digital transformation.
5. A history of establishing and leading cooperative teams, and a record of strong leadership that has contributed to or defined policy direction and strategy. 
6. Proven ability to foster effective relationships, using complex influencing strategies to ensure alignment between client or stakeholder needs and CSIRO’s objectives.
7. Demonstrated ability to anticipate and successfully manage major conceptual technical, commercial or management problems, which have a significant impact at a Business Unit or Organisational level. 
Desirable
· An appropriate information security credential such as CISM, CRISC etc or similar.
· Experience in delivering a cyber security strategy and roadmap for large and complex organisations.

Required Competencies
· Teamwork and Collaboration: Creates and fosters an environment in which there is a high level of cooperation within and between teams. Facilitates positive team relationships to build organisational interaction across CSIRO.
· Influence and Communication:  Uses complex influencing strategies, for example, assembling strategic coalitions, building behind the scenes support and the tactical use of information to gain support.
· Resource Management/Leadership:  Contributes to or defines Business Unit / organisational policy directions, strategic planning and operationalises the vision for staff and gains commitment to the direction chosen. Plans, seeks, allocates resources and monitors to achieve outcomes. Adopts a mentor role.
· Judgement and Problem Solving:  Resolves major conceptual scientific, technical, commercial or management problems, which have a significant impact upon the field of research, professional function, the Business Unit, or the Organisation. Situations faced have little or no precedent and require original concepts and approaches.
· Independence: Commits significant resources in the face of uncertainty and takes calculated risks to improve performance and achieve challenging goals. Uses personal energy to drive change strategies. Formulates and implements contingency plans to minimise the impact of potential risks. Accepts personal responsibility for the outcomes of decisions/risks taken.
· Adaptability: Is flexible in response to external change or when faced with external constraints. Identifies and promotes the opportunities arising as a result of change.
[bookmark: _Toc341085720]Setting you up for success 
We know that everyone works differently. If you need any support or adjustments during the recruitment process or in the role itself, we’re happy to discuss options like flexible hours, alternative communication methods, cultural or family obligations, or physical adjustments.
If you’re comfortable, we encourage you to share what you need to feel safe, supported, and able to perform at your best. We’ll listen respectfully and work with you to ensure the process and role are fair and accessible.
Please let us know via the contact details provided in the ‘Enquire about this job’ section.

Our commitment to inclusion, safety and cultural respect
At CSIRO, inclusion is about more than who is represented. It is about creating environments where people feel safe, respected and a strong sense of belonging. We value the richness that comes from different cultures, experiences, identities and ways of thinking, and we are committed to culturally safe workplaces, including for Aboriginal and Torres Strait Islander peoples.

By fostering inclusion, belonging and safety, we strengthen innovation and ensure our work reflects the communities and Country we work with.

CSIRO is proud to be an equal employment opportunity employer, and we welcome applications from people of all backgrounds and identities.

CSIRO values
CSIRO is a values-based organisation committed to values-based leadership. 

	Value
	Descriptor
	Behaviour

	People first
	Our priority is the safety and wellbeing of our people. We believe in, and respect, the power of diverse perspectives. We seek out and learn from our differences. 

	· Respectful
· Caring
· Inclusive

	Further together
	We achieve more together than we ever could alone. We listen and collaborate, in teams, across disciplines, across boundaries. We embrace ambiguity and use discussion and persistence to generate unique solutions to complex problems.

	· Accountable
· Authentic
· Courageous

	Making it real
	We do science with real impact. We thrive when taking on the big challenges facing the world. We take educated risks and defy convention. We celebrate successes and failures and leverage them to learn as we strive to be the force for positive change.

	· Partnering
· Cooperative
· Humble


	Trusted
	We’re driven by purpose but remain objective. We fight misinformation with facts. We earn trust everywhere through everything we do. We trust each other and we hold each other accountable. Together our actions drive Australia’s trust in CSIRO.

	· Curious
· Adaptive
· Entrepreneurial



Child Safety
CSIRO is committed to the safety and wellbeing of all children and young people involved in our activities and programs. View our Child Safe Policy
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